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CSR & F/IE(Tomcat)

IRDFEIE(CHRELY, HBRT7E CSR ZERK L TLTZE0)N,

ARFIEET(E. Unix IRIET Tomcat 4~8 T JRE 6~8 D ISSE ZFERAL T\ &%
BHR(CERBALTUL\ED ., CSR &b, TLS/SSL b —/){—&/RX MLTWR O E
I1—FICEBEELLT O L TVWBR S EZERLUTSIZE,

[E=EIA]

AFIETIE/I\RD—READITBFIENGDFEFIH, /\XT—RADDIE, I\—=>3>2(C
EDAD U/ IRD—RATO-/\wIE=NBIHEaLNHNDET., /IXT— ROFRDIZRLN
EDICTEFELEEN,

Fe. HL—=3 >0 Tomceat U IRE (CIEFEZIRMEEEBISNTLNE I DT,
Tomcat XU JRE (F. BFRICEFILTHLS S EFHERUET,

«Tomcat 4 ZZFIHDIZE»
Tomcat 4 TI& PureTLS ZEB5 UE T, ISSE ZZFHHADBEE. UTITRITVINHDA
ETTHIGTIZE0,
® server.xml J7-JL T Factory 3&®d TLS/SSLImplementation B4 DfE%=
[org.apache.tomcat.util.net.JSSEImplementation] &BART D
® PureTLSZEF7>AAK—=ILTD

«Windows & FIRDISE »

ERORECHENERDFTIDOT, FEREICHRABEI TS,

RIS Unix DOS (Windows)
ZHiER ${ZH&} %NZEEE%
) X RSsoATJ&a¥5TosLOMUE
AW & /T L O RNIZ/T71IVE
YO 71L&
JO0>7 bk #1°% RS1JE>
HRARF sh bat
aAR>VR - A>5—TVU4 >T)l av>rRZJO>I ~
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CSR & FIIE(Tomcat)

1 BT DER

1.1 I7AIVERYAD DIEDRES LUOEE

1.1.1 7 AIVERR XD DIEDEEx
ROIAR RERTU. HH (T7AIVERNYRADIDIE) ZEHUET .

<> Rl ;

XIEBCRTINL [22] T007] 72&E 0~7 FTOHEFN 1~4 T ReRSNFEI.
ZZTheEne EERULL) BFEE FIR O1-3.TEARLET,

1.1.2 I 7 A IVERI RAD DIED—IFZEE

1.1.3 HAhEnreEFN (771 10771 100771 @ 3 DSBS
RIFmORRZHE . ROIND FZRITUTLESV (HARSBDEEA).

mE AR

1.2 AN EHNRTP DER
B R TOERMIC(E. keytool EWS OV REFERAUET,

Xkeytool D1 > X b—)LEFR(E.  ${JAVA_HOME}/bin =« LU KUTT,

( EROA\ZMGIONIS: : IRE #EA LT L2 KU)

R ZEKRTDEHDINY FEAFILET,

RECHARDOERTNSDIHEF. LESULRVKSTEELIZSN,

® #PE (Organizational Unit) 203154
mEe2 TS keytool -genkey -alias tomcat -keyalg RSA -keysize 2048 -

keystore /your/keystore/filename
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® #BE (Organizational Unit) ZDRVEES

e TS keytool -genkey -alias tomcat -keyalg RSA -keysize 2048 -

keystore /your/keystore/filename -dname "CN=www.jprs.co.jp, O=J]apan

Registry Services Co.¥, Ltd., L=Chiyoda-ku, ST=Tokyo, C=JP"

% [-dnamel D&ICIE. DT - —/)(—#BI& (DN)EIEELET,
CCICIBETDMEN ] XFZESUHES. [¥,] OKIICAHLTLIZE0,
> 1)LDFEEIC KD TR,

M X% 'l XFICEZD

[¥¥| DOKSICERTIEEITD
BENRSGDET, ST)LOAREEHEIS AT AICTMIORY Z A TVIVREZCHERLIES
(AN
Ff=. DN (CIBEITBMEICDNTIE. FIE 1-3.070>F bOFHRBAESEB LT 20,

[tomcat] :
$r T DR TE
Tomcat 6 £/z(d 7 DiF&IE. Ttomcat] UHDERT7&2%Z DD EETEETY,

[/your/keystore/filename] :
SRR ITDIMANT IT7AILE (TD7AILAIMER)

1.3 XA NP DINRAD— REE

JOYT MIRRSNFIDT, MR (CHET D/ IRDT—REZANULTLIZS
LY

mISZ2 N TRl nter keystore password: changeit

® HBANZRITOST MhRRESEBET
BU/RD—REZBANDUTLES,

mESA TR c-enter new password: changeit

1.4 Y—)\—55I4# (DN) [FERDASH
SERAEMICHASAT Y —/ —#iBI% (DN) BREADLET.
ANCEUFORCTIEES S0,

o HFADRYTF 64 XFLUATANULTLES0N,
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CSR & F/IE(Tomcat)

® HAIBZBDANCE. UTOXFMMERTEET,
your first and last name (DN 1&$&® CNJ )
- HAREF
ST
S U(RY R
- YT RFURD)
ZothD&EHE
HART
2 N— R
" N(HN)
AT
"Ry )
"M(ATYS1)
""" 2)
YEACUMD D)
"M(ZRA ROT 1)
""(aax)
"="(A3—-)L)
o (& NEFNBIHE. FARFOD and ECAHLTIZE,
0 AR—ADHDANEBEZLLZEN . AR=ADHDANIEENHDHE. I
BAENRITENE LA,
o [,| "EFENB3HBEE. CCTIFEDFEFANTEEY., ([¥] ZHIESTITDD
(F. AN RTD51#E LT DN ZIEEI DHETI)

BIERICDWCEAUTZESRUTIZES0,

® your first and last name (DN 1E#®d [CNJ )
JEY - F—AILRRDFET,

) TLS/SSL@E&1T5HY 1 hhi<https://www.jprs.co.jp/>DIBE

f'www.jprs.co.jpl
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AR

Web —/\—&ICUTZFERAI D LETEFTEA.

> JOMIUSFETF (http://)

> IP 7 RLAYOR— hES

AW &

> ¥ 2] Vo TAILRA—RXFE (%)

X 1 DAL RAD— REEAZEDHBE [*.example.jpl DKRS(C, —BERIDSNILICTTILRS
— BRXFZIEELFT. D)L RH— REEASMUNDIRAETIE. DAL RI— RXF(EE
AcEEtA.

WebH —/{—% (3, TLS/SSLBIEZITSH A RDURLDFQDN (Fully Qualified
Domain Name) EE—TRITNIERDFEA. FAE(CEHRT D Web B —/(—
ZEHA RD URL DRR RN LIRWNEE. TS OYNS A MOZRIE
b n I dHEaNHDET,

BIZ(E, OE> - *—AL% [jprs.co.jpl &UTIERAEERITUIEBA.
<https://www.jprs.co.jp/> Tt RX9IdE. Web H—/\—Z & (BHD—EB
(F—EHUTLWEITMNRR(CE—BHLUTLRWES., TTOH(CBENRRENE
9, 1RB. IPRS TIE Twww] HEFENTUVDERIES TN TUVVRVWEBIDORT(C
DWCHE—DIBREZFIATIRECTD [FITILT RLRAAT>a> | # LTS
NFET,

X 1 D)L RA— REEAZEDHZS. U1 bdD URL D FQDN O—FBEMDSINILEL T, EREDRX

haZEfETEET. 220, *.example.jp (CXT L. testl.test2.example.jp 7x&E, EEHD
BEERFD Web H—/\—ZZIBEIT D ELETEEHER A,

your organizational unit (DN 1&¥&®d IOU] )
BEX(ITIL—TDEFINIIRDET,
X CHIEEZEEIDC(E. FIR 1.1 Z8RIZE0, Feo UTFOBREADL
IRNTLTZE0N,

- RAAEBBRUIPT7RLXR

- BBBDH. BRURR—ADHDIE

- Tz T3RERU] REDEKRZERIXFF ( Tnulll ¢ TN/A] 12E)
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CSR & F/IE(Tomcat)

- EHERBUNDIER R ESNDENDH DRI - 1R - BS - EiE
- BEAEZERINXFE (TCO.,Ltd] 78 &E)
- FEOERAZSRSIETDIXFS
- FFRERIXFT
- EEeES
your organization (DN 15%kd 0] )
EREETRG (CIRDF T,
) BRLZX hNUB—EXDHE [Japan Registry Services Co.,LTD. |
your City or Locality (DN &M L] )
BE., BfOARE ((KFR) HEMTLWDIHXENAICRDET,
) FRBEXDZE [Chiyoda-kul
your State or Province (DN [&¥®d [ST] )
HERFRZ(CIRDET,
) RREDIZS [Tokyol
the two-letter country code for this unit (DN 153&®dD ICl )
ISO [CKD 2XFDEZLDFHFSICIANDET, [IP] EABDULTLIZE,
OX > R

What is your first and last name?|
[Unknown]: www.jprs.co.jp
What is the name of your organizational unit?

[Unknown]: Sales Dept.

What is the name of your organization?,

[Unknown]: Japan Registry Services Co.,LTD.

What is the name of your City or Locality?

What is the name of your State or Province?
[Unknown]: Tokyo

What is the two-letter country code for this unit?
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CSR & FIIE(Tomcat)

1.5 DN 1a#rDHER

DN [BHDBRARENFTI DT, ABZHERULTSES L,
Is CN=www.]jprs.co.jp, OU=Sales Dept., O=Japan

Registry Services CO.,LTD., L=Chiyoda-ku, ST=Tokyo, C=JP correct?

AR ZHERE. yes EANDULTLIEEL,

> Rl :

J0>7 FRRRENEFITDT, AIBEADETUVHI—> - F—EBUTLSESELN,
mESANTIFnter key password for <tomcat>
(RETURN if same as keystore password):
1.6 #X M7 OHEER

1.6.1 ER UL hNPaERT BIBSEE. ROIIZRZANDUVTIEE L,

a2 T keytool -list -v -keystore /your/keystore/filename

% [/your/keystore/filename] : FlIE 1.1 TEEUZHEA NI

1.6.2 7O>2T MIRAEESNFIDT. WARFPICHREULL/IRT—RZAHDL
TLEZEW,

a2 Tl nter keystore password: changeit]

BABRTZDI7AIDRERENZT,

aXR > R
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Certificate chain length: 1

Owner: CN= www.jprs.co.jp, OU=Sales Dept., O=Japan Registry Services
CO.,LTD., L=Chiyoda-ku, ST=Tokyo, C=]P|

Issuer: CN= www.jprs.co.jp, OU=Sales Dept., O= Japan Registry Services
CO.,LTD., L=Chiyoda-ku, ST=Tokyo, C=]P|

Serial number: 60caadcd

Valid from: Wed July 19 00:00:00 JST 2016 until: Wed July 19 00:00:00 JST|

Certificate fingerprints:
MD5: 2A:27:97:FE:28:FA:E7:12:F6:11:D2:04:DF:66:97:9D
SHAL1: CA:C0:2F:84:FF:B6:0F:3F:7A:D8:20:B0:70:AB:06:E4:49:DA:66:5A

>k 5k 3k 5k 3k 5k >k 5k >k 5k >k ok >k ok >k ok >k ok >k 5k >k ok >k ok >k ok >k ok >k ok >k 5k >k ok ok ok >k ok >k ok ok ok ok
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2 CSR DERY

BARTIMERR SN e EiRi®. CSRZAEMULET,

2.1 CSR D&Rk
ROARY REASL. CSREEML TS,

N> Rl

server.csr -keystore /your/keystore/filename

$ keytool -certreq -sigalg SHA256withRSA -alias tomcat -file

% ltomcat] : FE 1.1 TIEEULRNRTE
% [/your/keystore/filenamel] : FlE 1.1 TEEUZHERA ~7E

% [server.csr] : CSR MRFND T 71ILE

2.2 )XAT—KRDAN
JOYT MRRENES, A RPICRELEZ/(RT— REAA LT ZE,

a2 Tl nter keystore password: changeit]

2.3 EHENIZET 71 ILOHER
CSR (f5l:server.csr)M4&ERk. FRFENET,

([CSRDB>T)L]

c nR1bml0aTEYMBY
ODE> cuZm3yd2FyZCS jbySEYTBaMADGCSqG

jS01 jsFBWSWLHD/GABSZ0wi JUUs | IkfFq/ luul 1z6oCqBh

UECx

P

T25saW5 |1 FN lenZpY2VzhRo
S| b3DREBARUARAK ImLKS
tdH7/tvKhh

----- END CERTIFICATE REQUEST-----

CCTHEMUZ CSRZ. BBUIAHBEE(CAE DT THBWZIZEET.

¥openSSL ONX> RO > X h—)LZENTL\BI5E. CSR DA (DN 1B#R) (FULTF
DIAXR > RTHERWZZITET,
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mES2 NS openss| req -noout -text -in server.cs

% [server.csr] : CSREFREFEULUREI7AILE
CSR BXUERTFDERMIZ. U LETETTY,

o ERRUEHERT7ZDI7AILIE. ITN\voFvITZE>T ZRIIBAAICEREL T
=W\, Ffo, RARZICIBELR/(RD—R, #XAKT7D/I\RDT—RZIBEITD
server.xml J 71 ILWOZDIT 71 ILDEH D conf T« LI NUDT IR ER%Z, HE
([CITDTLIEELN,

o MRTVDIF7AIDIHR., IN\AT— RENENRELULIHBE. SAEDI > M=)
NTERLKIADET, CDFE. F(SGEREZCBAWCESZEERDERTD
T. TFELEZEEV. REBRIBEEF. SXTLDIIIN\Y IOV Tw2HEDLEE
Wo DI\ OFYITHFELCDETHLTE BEODIYZAT7IVEETHRIZEUN.
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